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							Today we start our journey by discussing IP addresses, what they are and why we use them. We will then introduce the DHCP system, how it works and what are its various components. After that, we will discuss the interaction between DNS and DHCP and why it is so important. And we’ll end this article by explaining what DDI is and why it’s so important. And after we’ve finished learning all the basics, we’ll move on to reviewing the multiple versions of EZELINK DDI/IPAM solutions for various industries.
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IP addresses are at the very center of the Internet. They uniquely identify each device connected to the network. There is an important distinction to be made between public IP addresses and private IP addresses. The former are those used on devices connected to the public internet. For example, a web server often has a public IP address. The Internet router installed by your ISP in your home also has a public IP address. On the other hand, private IP addresses are the ones we use in the home and corporate networks. They must also be unique, but only within a particular network.


Back in the prehistory of the Internet, when the IP protocol was defined, each connected device was manually configured with a separate IP address. We called it a static or fixed IP address. It was cumbersome but ok since the number of connected hosts was low. As networks (both public and private) grew, it became increasingly difficult to manually configure IP addresses, as the process was error-prone and often resulted in duplicate IP addresses on the network. It took until the early 1990s before a durable solution was introduced in the form of DHCP.


DHCP


The Dynamic Host Configuration Protocol – or DHCP as we commonly call it – was invented to dynamically assign IP addresses and allow connected hosts to connect. DHCP eliminates the need to manually configure IP addresses. DHCP not only configures IP addresses, but it can also configure most of the connected host’s network settings, such as IP address, subnet mask, name servers, and WIND server(s) in the Windows environment, and a few other settings. All parameters are dynamically configured each time the host is started on the network.


No matter what exact parameters are configured by DHCP, the host configuration process is always the same. This is a four-step process called DORA which stands for Discovery, Request, Offer, and Acknowledgment. Here’s what happens when the host starts.


During the discovery phase, the host sends a broadcast message – this is a message that will be received by any host connected to a network called DHCP DISCOVERY. The message must be transmitted because the host does not currently know the address of the DHCP server.


In the second step, the server responds with a DHCP offer. The offer contains all the host network interface configuration options. Now, this is where things get a little more complicated. Because there can be multiple DHCP servers on a network, a host can receive multiple offers. When this happens, the host will simply select one of the offers and move on to the next step. Which one to choose? He usually chooses the first offer he gets.


In the next step, the host sends a DHCP request. It turns on the offer it chooses and will instruct the server whose offer it decides to proceed with, telling other servers that sent offers they had rejected and that they can release the offered IP addresses.


In the final step, the server sends a DHCP acknowledgment to the host confirming that it has correctly reserved the proposed IP address for that host.


DHCP Client Component


The DHCP configuration information received by the client and used to configure the network interface is invalid forever. In fact, it is leased, not assigned, by the DHCP server. And that lease expires.


It is one of the most important tasks of a DHCP client to ensure that the interface configuration remains valid. It does this by periodically trying to renew the lease before it expires. The update process uses the same DORA sequence. The only difference is that during the discovery phase, the client requests the same IP address that it already has.


Another important function of the DHCP client is the release mechanism. Whenever the client no longer claims its IP address, as it can when it terminates, it will notify the DHCP server to release the IP address so that it can be reused by the server.


DHCP Server Component


As far as a DHCP server is concerned, its main job is to send configuration information to any host that requests it and have it send unique options to each individual host. IP addresses can be assigned by a DHCP server in one of three ways: dynamic, automatic, or static.


Dynamic allocation assigns a new IP address to each IP address. Automatic allocation is similar, except that the server will keep track of what IP address was assigned to each host and will try to assign it the same address the next time it connects.


And finally, with manual allocation, the administrator must manually associate a specific host, identified by its MAC address, with a specific IP address. This is also called a DHCP reservation because it reserves a specific address for a specific host.


Interaction between DHCP and DNS


The Domain Name Service – or DNS – is used to map hostnames to IP addresses. In a private network using dynamic DHCP allocation, there is often some integration between DNS and DHCP. So DNS always knows the current IP address of each host.


This is why many DHCP servers also include a DNS server. This applies, for example, to the Microsoft DHCP server, which is fully integrated with the DNS server.
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DDI (DNS, DHCP, IPAM)


DDI is an acronym for DHCP, DNS, and IPAM or IP address management. While we have not yet discussed the matter. IPAM refers to any software used to manage IP addresses. Such systems can typically be used to manage both DHCP-assigned addresses and statically-assigned addresses that are manually configured on hosts.


With the tight integration that is required between the three, it is quite normal that many vendors have three products built into each other, or that they offer all three products separately.


EZELINK 5 versions of DDI/IPAM Systems


Every DDI Solution of EZELINK can be used with all 3 features (DNS, DHCP, IPAM) or as an individual product model (EZE-DNS, EZE-DHCP, and EZE-IPAM) in a standalone and can be integrated with many popular DNS and DCHP servers, such as the ones we find on Windows and Linux.
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EZELINK Platinum Network DDI


EZELINK Platinum DDI is one of the best in network management. The product consists of some of the best tools for helping administrators. It allows you to use built-in DHCP and DNS servers making it a complete DDI system, and the software can also communicate with DHCP and DNS servers from Microsoft and Cisco so you don’t have to replace all your infrastructures.


The software allows you to use several distribution methods for IP addresses. For example, you can use reservations for servers and other equipment and dynamically allocate addresses for workstations. Everything is fully integrated into DNS. In addition, a configuration wizard is included to assist in configuring DHCP scopes.


EZELINK Platinum Network DDI uses user accounts with different access levels. You can grant only partial access to some junior administrators, or allow managers to view reports. There is also a good logging system that records all changes with a timestamp and the username of the operator who made the changes. This can help with compliance issues.


 


EZELINK Large Enterprise DDI


EZELINK Large Enterprise DDI is one of the industry leaders in this field. The address management is best suited for large corporations with a network management team. The IPAM system is actually a complete DDI system that includes DHCP and DNS. It can also communicate with DHCP and DNS servers from Microsoft.


It is a dual-stack system, which means it can work with both IPv4 and IPv6 at the same time. It’s really a great tool to use when moving from one to the other. From a security point of view, the system has workflows and approval schemes, as well as user accounts with hierarchical rights.


The system uses network templates. They allow the administrator to use information layouts that prevent important tasks from being overlooked and that all-important data is present. In a nutshell, the EZELINK Large Enterprise IPAM system automates as many network administration tasks as possible. As a result, problems caused by human error are less common. It is a premium package so you can expect premium prices, but if you manage a large network it’s worth the investment. You can visit our DDI Solution page for more information.


EZELINK Centralized DDI


EZELINK Centralized DDI is ideal for the management of the IP address space. It can handle both IPv4 and IPv6 addresses. The built-in IP manager software helps network administrators determine whether an IP address is currently available or not. The IP Address Manager tool periodically scans the subnets and updates the availability status of the IP addresses on each subnet.


Users can use the IP Address Manager tools to quickly and easily check if a particular IP address is reserved or available. The tool accepts multiple subnet inputs, which helps when scanning the entire network to get the status of all IP addresses.


Request for a free demo of the product limited to one subnet. It is enough to give the product a trial run. It might even be all you need if you run a smaller network. Visit the EZELINK website for more information.


EZELINK SME IPAM & DHCP


EZELINK SME IPAM & DHCP is better suited for small to medium networks. Like other SME systems, it has templates for automating routine tasks. It also comes with excellent standard reports. And if you don’t find existing templates or reports to your liking, you can customize them to your liking.


SME IPAM & DHCP allows managers to track key resource usage. It also has snoop features that help you manage your DHCP usage efficiently. Security-wise, this is great, as it also includes the ability to identify external addresses and isolate rogue devices. This is a pretty unique feature that you won’t find on other systems. It shows how EZELINK treats security like it does IPAM and has safeguards built into the system.


New nodes can be centrally integrated into the network through the DDI user interface, and per-node usage comparison is also simplified with efficient MAC address records as well as IP address tracking


EZELINK IP Manager


EZELINK IP Manager is a great DDI kit that is an automated Internet-based IPv4/IPv6 address management software (IPAM). It has powerful network discovery features and offers to search and filter functions for networks and hosts by resolving equivalent expressions in the Internet search engine. This allows you to find information that administrators often require easily and quickly.”


In concrete terms, it’s a great system, especially for small businesses that might not be able to afford large solutions like Centralized DDI and SME IPAM & DHCP. It includes all the features a network administrator could want at a minimal price. And it also has some unique features like a subnet calculator and IP address plan builder. This is definitely a package worth looking into.


Conclusion


EZELINK has a big range of multiple versions of the DDI platform suited to every organization as per their requirements and features. The above five are the ones we think will cover most of the industry business requirements for large and small networks. But if you feel you need a turnkey solution EZELINK R&D team can be a big help to deliver the customized solutions as per your requirements.
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